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1. lleau u 3aaa494 JUCUMILJIUHBI

PaGouas nporpamMma TucuuIuIMHbL «MHpopmayuonnas 6e30nacHocms UHGOPMAYUOHHO-
VAPABIAIOWUX U UHPOPMAYUOHHO-TI0SUCMUYECKUX cucmem Ha mpancnopmey (B1.0.43) (nanee —
JTUCIUIIMHA) COCTaBlIeHA B COOTBETCTBUU € TpeOoBaHUSIMH (heepaIbHOr0 TOCyIapCTBEHHOTO
00pa30oBaTeNbHOTO  CTaHAapTa BBICHIETO OOpasoBanus 1o  cneruanbHocTH  10.05.03
«Hngopmayuonnas obezonachocms asmomamusuposannvix cucmem» (nanee — ®IOC BO),
yrBepxkaeHHoro 26 Hosiops 2020 r., mpuka3 MuHHCTEpPCTBa HAYKH U BBICIIETO OOpa30BaHHSA
Poccuiickoit ®enepanun Ne 1457, ¢ yderom mnpodeccuonansHoro cranmapra 06.033
«Cneyuanucm no 3awume uH@opmayuu 8 asmomMamusUpoOBAHHLIX CUCTNEMAX», YTBEPKICHHOTO
npuka3oM MUHHCTEpPCTBA TPya U CONMAIbHOM 3amuThl Poccuiickoit deneparuu ot 15 ceHTs0ps
2016 r. Ne 522H.

Lenbro u3yueHus: TUCHUILUIUHEI ABIIAeTCS (OPMUPOBAHUE Y O0YUAIOLIUXCS CIOCOOHOCTH
OCYIIECTBIISITh ~ BHEAPEHHWE U OKCIUTyaTallMl0  CHUCTEM  3alluThl  MH(pOpMauuu
ABTOMATU3UPOBAHHBIX, HH(POPMAIIMOHHO-YIPABIAIOMUX U HHPOPMAIIMOHHO-TOTUCTHYECKUX
cucteM Ha xene3HogopoxHoMm Tpancropre (MYuMJIC), B Tom uuciae aBTOMAaTU3WPOBAHHBIX
CUCTeM ympaBlieHus TexHonoruyeckumu mporeccamu (ACY TII), a Tak ke IPOEKTUPOBATH
cuctemsl 3ammThl nHpopmannu UYuMJIC u ACY TII, conpoBoxaaTe ux pa3padboTKy.

Jljis nocTHKEeHUS LIeNTU AUCHUIUTMHBI PElIatoTcsl CIeAYIONuUe 3a1auu:

— ¢opmupoBanue y odyqaronmxcs 3HaHui 00 ocobenHocTsx UYulJIC u ACY TII B

4acTu:

O CYLIECTBYIOIIMX Yrpo3 W  YSI3BUMOCTEH, METOIOB  KOHTPOIS
3aIIUIIEHHOCTH HMH()OPMAIIMOHHO-YIIPABISIONMX W HH(POPMALUOHHO-
JIOTUCTUYECKHUX CUCTEM Ha TPAHCIIOPTE

O DJKCIUTyaTallud CUCTEM 3aluThl MHGpOpMauuu HUHPOPMALMOHHO-
YIOpaBIAIOUMX W MHQOPMALMOHHO-JOTMCTUUYECKUX  CHUCTEM  Ha
TpaHCIIOpTe

O TpOoeKTHpoBaHuUs cucteM 3amuTsl HHpopmaruun UYullJIC u ACY TII,

— (dopmupoBanue y odyuaromuxcsi ymenuit npu padore ¢c UYullJIC u ACY TII:

O aHaJM3UPOBATh, IPOTHOZUPOBATH U YCTPAHATH YTPO3bI HH(OPMAIIMOHHOM
0€30I1acHOCTH,

O BBIBIATH YSI3BUMOCTH,

O TPOEKTHPOBATH CHCTEMY 3aIlUThl HHPOPMALINY;

O OCYHIECTBIISATh BHEJPEHNE CUCTEM 3alllUThl HH(POpMALINH;

— (opmupoBanue y odydaronuxcsi HaBbIkoB 1pu padote ¢ UYuMJIC u ACY TII:

O TPUMEHEHHUS METO/0B M CPEJICTB 3alUThl HHPOPMALIMHU MPU TOCTPOECHUH
CHCTEM 3allluThl HH(OpPMaLINH;

O IKCIUTyaTUPOBAaTh CUCTEMBI 3aLIUTHI UH(OPMAIIH;

O TPUMEHEHHUsS aBTOMATH3HPOBAHHBIX CPEJICTB KOHTPOJIS 3aIUIIIEHHOCTH.

2. [lepeyeHb MIAHUPYEMBIX Pe3yJbTATOB 00y4YeHUSs MO TUCHUILINHE,
COOTHECEHHBIX C YCTAHOBJECHHBIMHU B 00pPa30BaTe/IbHOI NPOorpaMMe HHANKATOPaAMHU
JOCTHKEHUS KOMIIeTEeHIIU

[TnanupyembIMH pe3yabTaTaMu OOy4YeHHUs MO TUCHUIUIMHE ABIsSeTcS (OpMUPOBAHHE Y
oOyJaromuxcsi KOMIETeHIMN u/uin yactu kommnereHuud. CPopMUPOBAHHOCTh KOMIETEHIIUN
W/WIIM 9aCTH KOMIETEHIMH OIIEeHNBAETCSI C TOMOIIbIO0 MHIUKATOPOB JOCTHXKEHHSI KOMIIETEHIIHH.

B pamMkax wW3ydeHHs JHCHMIUIMHBI OCYIIECTBISAECTCS IPAKTHYECKas IOATOTOBKA
oOyyaromuxcst K Oynymeil mpodeccHoHanbHOM JesTeNbHOCTU. Pesynbrarom oOydeHHs 1O
JTUCLUIUIMHE ABIseTCS (OPMHUPOBAHUS Y 0O0YUaIOIIMXCS IPAKTUYECKUX HAaBBIKOB IIPUMEHEHHUS B
untepecax UYulJIC u ACY TII:

- METO/I0B U CPEJICTB 3alUThl HHPOPMaLUHY;

- aBTOMAaTU3MPOBAHHBIX CPEJACTB KOHTPOJIS 3aLIUILICHHOCTH.



NHauKaTopbl 10CTHKEHUS
KOMIIETEHII NI

Pe3yabTaThbl 00y4eHUs N0 TUCHUILIMHE (MOXYJIIO)

OIIK-9.1. CnocoGeH mpoeKTUPOBATh CHCTEMBI 3aIIUTHl HH(OPMAITUH aBTOMaTU3UPOBAHHBIX,
MH()OPMAIIMOHHO-YIIPABISIONINX U HHPOPMAITMOHHO-IOTUCTUICCKUX CUCTEM Ha
YKEJIE3HOJJOPOKHOM TPAHCIIOPTE U CONMPOBOXKAATH UX pa3paboOTKy

OIIK-9.1.1.2. 3naer
0COOEHHOCTH
MPOEKTUPOBAHHUS CHCTEM
3aUTHl HH(OPMALIUH
MH(POPMAIIMOHHO-
YIIPaBISIOIIUX U
MH(POPMAIIMOHHO-
JIOTUCTHYECKUX CHCTEM Ha
TpPaHCIOPTE

OOyuaromuiics 3Haem:

— ocobennoctu ACY TII u UYuMJIC nHa TpaHcmopte C
TOYKM 3pEHHUS TMPOCKTUPOBAHUS CHCTEM  3allUThI
uHpopManuy,

— crnocoObl MPOEKTUPOBAHMSI CUCTEM 3alIUThI HH(pOpMaLUU
s ACY TIT u UYulJIC na tpancnopre

OIIK-9.1.2.2. Ymeer
MPOEKTHUPOBATH CUCTEMY
3alUThl HH(pOpMALUU
MH(POPMAIMOHHO-
YIPaBIIAIOLIUX U
MH(POPMAIIMOHHO-
JIOTUCTUYECKUX CUCTEM Ha
TPaHCIOPTE, B TOM YHUCIIE
aBTOMAaTU3MPOBAHHBIX CUCTEM
YIIpaBJICHUS
TEXHOJIOTUYECKUMHU
poreccaMmu

OOyuaromuiics ymeem:

— TMpenbsBIATH  TpeOOBaHMA K  CHCTEME  3allHTHI
unpopmanuu ACY TII u UYulMJIC Ha Tpancnopre npu
IPOEKTHUPOBAHNUM,

— BBIOMpATh CTPYKTYpPY CHCTEMBI 3aIIUTHl HH(OpMAIHH
ACY TII u UYuMJIC na tpancnopre

OIIK-9.1.3.2. ImeeT HaBBIKU
MIPUMEHEHHS METOIO0B U
CPEZCTB 3alUTHI
nH(popMaluy npu
MOCTPOSHUH CUCTEM 3aIIUTHI
nHpopManuu
MH(pOPMAIMOHHO-
VIIPABISIONUX U
UH(pOPMaIMOHHO-
JIOTUCTUYECKUX CHCTEM Ha
TPaHCIIOPTE, B TOM YHCIIE
aBTOMATH3MPOBAHHBIX CHCTEM
yIIpaBJICHUS
TEXHOJIOTUIECKUMHU
poreccaMu

OOyyaromuiicst umeem HAGLIKU.

— BBIIOJIHEHMS PE3EPBHOIO KONMPOBAHUSA KPUTHYECKOU
unpopmanuu ACY TII u UYuMJIC na tpancnopre;

— 3amuThl pacnpenenéHHelx BorunciaeHudl B ACY TII u
NYulJIC na Tpancnopre.

OIIK-9.2. Crioco0GeH oCyIIecTBIsATh BHEAPEHNE U IKCILTyaTallMI0 CUCTEM 3alllUThI
nH(pOpMaIIK aBTOMAaTU3HPOBAHHBIX, HH()OPMAIIMOHHO-YIIPABISIONINX U UHHOPMAITHOHHO-
JIOTUCTUYECKHUX CHCTEM Ha KEJIE3HOAOPOKHOM TPAHCIIOPTE

OIIK-9.2.1.2. 3naer
0COOEHHOCTH 3KCIUTyaTaluu
CUCTEM 3alluThl HH()OpMALIUU
MH(pOPMaIMOHHO-
YIPaBISIONINX U
MH(pOPMaIMOHHO-

OOyuarommuiics 3Haem:

— METOBI ¥ CPEJICTBA aJIMHHUCTPUPOBAHUS CHCTEM 3aIIUThI
urdopmarmu B MS Windows u Linux;

— wogenmu  Hapymmutens ACY TII u UYullJIC Ha
TPaHCIIOPTE;

— 0COOCHHOCTH 3alIUThl MOOWIIBLHBIX monb3oBareneit ACY




NuaukaTopbl 10CTHKEHNUS
KOMIIETeHIM A

PesynbTaThl 00y4eHuUs1 10 JMCHHUILIMHE (MOLYJII0)

JIOTUCTUYECKUX CUCTEM Ha
TpPaHCIOPTE

TI u UYuWJIC na tpancnopre

OIIK-9.2.2.2. Ymeer
OCYIIECTBIISATH BHEIPEHUE
CHCTEM 3aIIUThl UHPOPMALUU
MH(pOpPMaIMOHHO-
YIIPaBIISIOUINX U
nH(pOpPMaIMOHHO-
JIOTHCTUYECKUX CUCTEM Ha
TPaHCIOPTE, B TOM YUCIIC
aBTOMATH3HPOBAHHBIX CHCTEM
yIpaBJICHUS
TEXHOJIOTUIECKUMHU
poreccaMmu

OOyuaromwmiicst ymeem:
— BHEIPATh W HACTPAMBATh IMOJMTHUKU OE30MACHOCTH IS
MS Windows, Linux;

— paccuMThIBaTb  BpPEMsI  JKU3HM  CpPEACTBA  3alllUThI
unpopmanuu ACY TIT u UYuMJIC Ha Tpancnopre.

OIIK-9.2.3.2. Bnaneer
METOaMU IKCIUTyaTaIliH
CHCTEM 3aIIUTHl THPOPMALIUU
MH(pOPMaIMOHHO-
YIPaBJIAIOMUX U
HH(pOPMaIMOHHO-
JIOTHCTUYECKHUX CUCTEM Ha
TPaHCIOPTE, B TOM YUCIIC
aBTOMATH3MPOBAHHBIX CHCTEM
yIpaBICHUS
TEXHOJIOTUIECKUMHU
mpoleccaMu

OOGyuarommiics umeem naswix 3auuthl B ACY TII n
NYulJIC na tpancnopre:

—  uHpOpPMAIUH TYTEM PE3ePBHOTO KOITMPOBAHHSI;
— 00JayuHbIX peleHuH;

— 0asbl JaHHBIX

OI1K-9.3. CriocoOeH oCyIIeCTBISATh KOHTPOJIb 3AIUIICHHOCTH aBTOMAaTH3HPOBAHHBIX,
WHGOPMAIIMOHHO-YIIPABJISIFOIINX U HHPOPMAITMOHHO-TIOTHCTUYECKUX CUCTEM Ha
KEJIC3HOIOPOIKHOM TPAHCIIOPTE C YYETOM YCTAHOBJICHHBIX TPEOOBaHMI O€30MACHOCTH

OIIK-9.3.1.2. 3naer
OCHOBHBIE YTPO3bI U
YSA3BUMOCTH, METOIbI
KOHTPOJIS 3aIIUIIIEHHOCTH
MH(pOPMaIMOHHO-
VIIPABJISIOIIUX U
MH(pOPMAIMOHHO-
JIOTUCTUYECKUX CHCTEM Ha
TpaHCIOpTe

Oo6yuarommiicst 3naem st ACY TII u UYuMJIC na

TpaHCIOPTE:

— OCHOBHBIE YIpO3bl U YSI3BUMOCTH, & TaKK€ METOABI HUX
oOHapyX eHHUs,

—  S3BIKH ONMCAHHUA YTPO3 U ySI3BUMOCTEH;

—  YA3BHMOCTH allllapaTHOM 4acTH;

— YA3BUMOCTH YpOBHS IIEpCOHANIA

OIIK-9.3.2.2. Vmeer
BBISIBJIATH YSI3BUMOCTHU B
nH(OPMAaLIMOHHO-
YIPaBISAIOUINX U
MH(OPMAaLIOHHO-
JIOTUCTUYECKHUX CUCTEMax Ha
TpPaHCIOPTE, B TOM YHCIIE B
aBTOMATU3HPOBAaHHBIX
cucTeMax yIpaBlIeHUs
TEXHOJIOTMYECKUMHU
poreccaMu

OO0yuaromuiics ymeem BBISBIATH U OMUCHIBATH YSI3BUMOCTH
ACY TII u UYulJIC Ha Tpancnopre:

— Ha NpOrpaMMHOM ypOBHE;

— Ha almapaTHOM YpPOBHE;

— Ha ypOBHE IlepcoHalia




HNHaukaTopbl 10CTHKEHUS

PesynbTaThl 00y4eHuUs1 10 JMCHHUILIMHE (MOLYJII0)

KOMIIeTeHIH
OIIK-9.3.2.4. Ymeer OO0yuaromwmiicst ymeem:
aHaJM3UPOBATh, — TMPOTHO3HMPOBATH JICHCTBUS HAPYIIUTENS HHPOPMAITMOHHO

MIPOTHO3UPOBATH M YCTPAHSATH
yrpo3bl HHHOPMAIIMOHHOM
0e30macHOCTH
nH(pOpPMaITMOHHO-
YIPABJISIONINX U
nH(pOpPMaIMOHHO-
JIOTUCTUYECKHUX CHCTEM Ha
TPaHCIOPTE, B TOM YUCIIC
ABTOMATHU3UPOBAHHBIX CHCTEM
yIpaBJICHUS
TEXHOJIOTUICCKIUMH
poIeccaMu, B TCUCHHE BCETO
BPEMCHH UX TIPUMEHEHUS

6e3onacHoctu ACY TII u UYulJIC Ha Tpancnoprte;
noaduparb M HACTpaWBaTh  CPEICTBA  3aIUTHI
uHpOpMaLUY, HEHUTPAIHU3YIOIINE BBIABICHHBIE YTPO3bI
nH(pOpMaIMOHHOM 0€301MacHOCTH

OIIK-9.3.3.2. ImeeT HaBbIKK
[IPUMEHEHUS
aBTOMaTU3UPOBAHHBIX
CPEICTB KOHTPOJIS
3alUIIEHHOCTH
MH(POPMAIIMOHHO-
YIPaBIIAIOLIUX U
MH(OPMAaLIOHHO-
JIOTUCTUYECKHUX CHUCTEM Ha
TpaHCIOPTE, B TOM YHCIIE
aBTOMATHU3UPOBAHHBIX CHCTEM
yIpaBiIeHUs
TE€XHOJOTMYECKUMHU
poleccaMu

OO0yyaromuiicst umeem HAGLIKU.

MPUMEHATh aBTOMATU3UPOBAHHBIE CPEACTBAa KOHTPOJIA
samuIiéHaoctd oonauneix ACY TII u UYuMJIC Ha
TPAHCIIOPTE;

KOHTPOJIUPOBaTh C IOMOIIBIO aBTOMAaTHU3UPOBAHHBIX
cpeactB 3amumEHHOCTh pactpenenéHubix ACY TII u
NYulJIC na tpancnopre

3. MecTo AUCHUILINHBI B CTPYKTYpe OCHOBHOI po(decCHOHAILHOM

o0pa3oBaTeIbHON NPOTrPaAMMBbI

JluciumianHa OTHOCUTCSA K 00s13aTeNIbHON YacTH 6oka 1 «luciunianHel (MOTYITH ).

4. O0beM QUCHUILIMHBI U BUABI Y4eOHO# padoThI

Bup yueOHoit padoTbl Bcero yacos
KonraktHas pabota (1o BuaaM y4eOHBIX 3aHATHI)
B ToMm uucrne:
—  nexuuu (JI) 32
— mpaktuueckue 3auatus (I13) -
— JsabopatopHble pabotsl (JIP) 32
CamocrositenpHast pabota (CPC) (Bcero) 40
KoHnTpob 4
dopma KOHTPOJISI (MMPOMEKYTOUHON aTTECTAITHN)
OO011ast TPYI0EMKOCTB: Yac / 3.€. 108/3




IHpumeuanue: «@opma KoHmponsy» — sxzamen (3), 3auem (3), 3auem ¢ oyenxoul (3*), Kypcosou
npoexm (KIl), kypcosas paboma (KP)

5. CTpykKTypa u cojep:KaHue IUCHUATIIAHbBI

5.1. Pa3nensl IUCHMIUIMHEBL U COJIEp/KaHUE pacCMaTPUBAEMbIX BOIIPOCOB

nepconana ACY TII u UYulJIC

CamocrosiTenpHas padora:
— wu3ydeHue yactu 1 yueOnuka [1], [3];
— HW3y4YCHHE HOPMATHUBHBIX JOKYMECHTOB;

— TIOATOTOBKA K JIAOOpAaTOpPHBIM padoTam
[3-5].

Nuauxkaropsl
Ne HaunmenoBanne
P — Conep:kanue pa3jeiia AOCTHAKEHHS
KOMIICTCHUINH
9 cemectp
Jlexkmus 1. ACY TII u UYulJIC Ha
TPAHCHOPTE KaK OOBEKT 3JI0YMBILIIEHHBIX
nefcTBUi. Ya3BUMOCTH 0a3 faHHbIX B ACY
TII u UYuMJIC u cniocoObl X yCTpaHEHUs!
Jlexnwust 2. Ys3BUMOCTH ¥ HH(OPMAIIHOHHAS
0e301acHOCTb IIPU IPUMEHEHUHU CPE/ICTB
BUPTYyalIU3aluu
Jlexuust 3. YA3BUMOCTH anmapaTHON 4acTH
ACY TII u UYuMJIC u cnoco6sI ux OIIK-9.1.1.2,
yctpaHeHus (4 yaca) OIIK-9.2.1.2.
Jlexuus 4. YA3BUMOCTH pacnpeenEHHbIX OIIK-9.3.1.2.
ACY TII u UYullJIC
Jlexuus 5. fI3p1kn onucaHus ysI3BUMOCTEN
ACY TII u nuapopMaImoHHO-YIPABISIOMINX
Y MTHPOPMALIMOHHO-JIOTUCTUYECKUX CUCTEM
Ha TpaHcrnopTe (4 yaca)
Jlexuus 6. Y3BUMOCTH Ha YpOBHE
nepconana ACY TII u MYulJIC u cnoco6st
UX YCTpaHEHUS
Vassmvocrn ACY TIT i Jlexuus 7. IlmanupoBanue U peanusanus }
1 | UYuIC na MH(OPMALIMOHHO-TEXHUYECKUX BTOPKEHUIN
TpaHcIopTe B ACY TII u UYulMJIC na TpaHcopre
JlaGopatopHas pabota 1. SQL-injection
ACY TIT u UYulMJIC (4 gaca)
JlaGopatopHnas pabora 2. Co3nanue
KopropaTtuBHoro oonaka 8 UYulJIC (4 OIK-9.1.1.2,
daca) OIK-9.2.1.2,
JlaGopaTtopHast pabota 3. be3omacHocTh OIK-9.3.1.2,
pacnpenenénnelx Beruncinennii ACY TII u OI1K-9.1.2.2,
NYullJIC (4 gaca) OITK-9.1.3.2,
JlaGopatopHas pabora 4. Onucanue OI1K-9.2.2.2.
ySI3BUMOCTEH MHPOPMAIIMOHHOM CHCTEMBI OI1K-9.2.3.2,
(4 vaca) OTK-9.3.2.2,
JlaGopaTtopHast pabota 5. BeisiBnenue u OI1K-9.3.2.4,
yYCTpaHEHHE YSA3BUMOCTEN HA YPOBHE OITK-9.3.3.2




HNnpnkxaTopsl
Ne HanmenoBanue
Wi | paszera muemumTMHbE Conep:xanue pa3aeiia MOCTHIKEHHS
KOMIETCHINH
Jlexnus 8. OpraHu3alOHHO-TEXHUYECKUE
ocobeHHoCTH 3amuThl HHpopmaruu B ACY
TIT u UYulJIC na tpancnopre
Jlexuus 9. Monens napymutens ACY TII u
MH(OPMaLMOHHO-YIIPABIISIIOIINX U
WH(OPMAIIMOHHO-JIOTHCTUIECKUX CUCTEM HA
TpaHcnopre (4 Jaca)
Jlexuus 10. Monenu 6e3omacioctu B ACY
TIT u UYulJIC (4 gaca)
Jlexwmst 11. MadopmanmonHast
0e30MmacHOCTh MOOMITBHBIX d11eMeHTOB ACY
TIT u UYulJIC OIIK-9.1.1.2,
Jlexus 12. ACY TII u UYuMJIC kak OIIK-9.2.1.2,
00BEKT KPUTHYECKOH HH(YOPMALIMOHHOM OIIK-9.3.1.2,
O6ecneuenne unppactpykTypsl u ['ocCOIIKA OIlK-9.1.2.2,
o | Oesomackoctu ACY TII | JlaGoparopras paGora 6. MccienoBanne OIIK-9.1.3.2,
1 NYulJIC na BPEMEHHU KU3HU CPECTBA 3aLIUTHI OIIK-9.2.2.2,
TpacropTe uHdopmanuu (4 yaca) OIIK-9.2.3.2,
JlaGopaTtopHnast padora 7. [lonmutuku OIIK-9.3.2.2,
oezonacuoctu Linux, MS Windows (6 OIIK-9.3.2.4,
4acoB) OIlK-9.3.3.2
JlaGopatopHas pabota 8. YnpasneHue
pe3epBHBIMU KonusiMu (4 vaca)
CamocTtosaTenbHas padora:
— wu3ydeHue 2 dyactu yueOnwuka [2], [6];
— TIOJITOTOBKA K BBITIOJTHEHUTO
nabopaTopHbIX padort [3-5].
5.2. Pa3aensl TUCIUIUIMHBI U BUJBI 3aHATUN
Ne HaumenoBanue pa3gesa 1 m JIP CPC Beero
n/n JUCIUILTHHBI
9 cemecTp
1 VYszumocta ACY TII u UYulJIC na 20 0 18 24 62
TpaHcropTe
Ob6ecmnieuenne 6e3omacHoctd ACY TII
2 n UYulJIC na Tpancmnopre 12 0 14 16 42
Hroro 32 0 32 40 104
Kourpoan 4
Bcero (o01ast Tpy10eMKOCTb, Yac.) 108

6. OueHouyHbIe MaTepPHUAJIbI VIS IPOBEIEHUS TEKYIIEro KOHTPOJIS yCIIeBAeMOCTH U
NPOMEKYTOYHOH aTTeCTAUM 00yYAKOIIUXCH M0 TUCHUILINHE




OHGHO‘IHBIG MaTCpHraJibl MO AUCHUIIIMHE ABJIACTCA HEOThEMJIIEMOM YacCTBIO pa60qel71
POrPaMMBbI U TPEICTABICHBI OTACIbHBIM JOKYMEHTOM, PACCMOTPEHHBIM Ha 3aceIaHiK KadeIpbl
U YTBEPKJICHHBIM 3aBEIYIONUM Kadeapoit.

7. MeToauuyecKue YKa3aHus AJsd oﬁyqammnxcﬂ 0 OCBOCHHIO JTUCHMUILIMHBI

[TopsAnok n3ydeHus: AMCLUUILINHBI CIIEYFOILNAN:

1.  OcBoeHue pa3neioB AUCLMIUIMHBL MPOU3BOJUTCS B IOPSAIKE, MPUBEAECHHOM B
pasnene 5 «CopepkaHue M CTPYKTypa JUCHMILIMHBD). OOydaromuiicss AOJKEH OCBOUTH BCe
paszensl TUCHMIUIMHBI, MCIIONB3Ysl METOAMUECKUE MaTepHalibl IUCIUILIMHBI, a TaKkke y4eOHO-
MeToAuYecKoe o0ecredeHre, NpUBEIeHHOE B pasjeine 8 pabouel mporpaMMsl.

2.  Jlns <¢opmupoBaHHS KOMIIETCHIMH O0OydalomMiics JOJDKEH MPEelCTaBUTh
BBIIIOJIHEHHBIE ~ 3a/laHUs, HEOOXOAMMBIE [  OLCHKM 3HAHWUH, YMEHUH, HaBBIKOB,
IPEyCMOTPEHHbIE TEKYIIMM KOHTPOJIEM YCIIEBAEMOCTH (CM. OLIEHOYHbIE MaTepuajbl IO
JTUCITUTIIINHE).

3. Ilo uroram TeKymIero KOHTPOJIS yCIEBAEMOCTH O JWCIHILIMHE, 00YyJarouIHiics
JIOJKEH MPOUTH MPOMEXKYTOUHYIO aTTECTALUIO (CM. OLIEHOYHbIE MAaTEPUAIIbI 110 TUCLUILIIMHE).

8. Onucanne MaTepUAILHO-TEXHMYECKOI0 U Y4eOHO-MeTOAUYeCKOro odecrneyeHms,
He00X0UMOr0 /ISl peain3alun 00pa3oBaTe/ILHOI NPOrpaMMbl M0 TUCHHUILINHE

8.1. IlomemeHus NpeacTaBISIOT cOO0N yueOHbIEC Ay AUTOPUH JI MPOBEACHUS Y4eOHBIX
3aHATHUH, PEIYCMOTPEHHBIX IPOTPaMMOi CTECLUAINTETA, YKOMIUIEKTOBAaHHBIE
CHCIUATM3UPOBAHHON YyU4eOHON MeOENbl0 M OCHAICHHBIE O0OPYIOBAHUEM M TEXHUYCCKHUMU
CpeAcTBaMU OOYYEeHHs, CIY)KAllUMHU IS TIpEACTaBiIeHUs y4eOHOW WHGopManuu OO0bIIoi
ayJUTOPUU: HACTEHHBIM SKPaHOM (CTal[MOHAPHBIM WM IEPEHOCHBIM ), MApKEPHOU JOCKOH U (1K)
MEJIOBO# JOCKOH, MYJIbTUMEIUIHBIM IPOSKTOPOM (CTAI[HOHAPHBIM WIIN TIEPEHOCHBIM).

Bce nomerienus, ucmosb3yeMble A7 IPOBEIeHUS YUeOHBIX 3aHATUN U CAMOCTOSATENIbHON
paboThI, COOTBETCTBYIOT JEHCTBYIOIINM CAaHUTAPHBIM H TIPOTHBOIIOKAPHBIM HOPMAM U ITPABHIIAM.

Jlnis mpoBeieHust J1abopaTOpHBIX pabOT MCHOJIB3YETCs J1abopaTtopus MPOrpaMMHO-
amnmapaTHBIX CpEACTB oOecrieueHuss MHGOPMAIIMOHHONW  0€30macHOCTH, 000pyAOBaHHAs
KOMITBIOTEPHOM TEXHUKONW C YCTAaHOBJIEHHBIMH HPOTPAMMHBIMU CpEACTBaMHU OOECTIeUeHHS
MH(}OPMaLlMOHHON 0€30MaCHOCTH U BUPTYaJIU3alllK, IEPEUNCICHHBIMY B 1I. 8.2.

[TomerieHust A1 caMOCTOSITENBHON pabOThl 00YYAIOLIMXCSl OCHAIIEHBI KOMITbIOTEPHOM
TEXHUKOH C BO3MOXKHOCTBIO TOAKIIOUEHHsS K ceTn «MHTepHeT» m obecriedeHneM JocTymna B
AIIEKTPOHHYIO UHPOPMALIMOHHO-00pa30BaTEIbHYIO Cpe/ly YHUBEPCUTETA.

8.2. YHuBepcuteT obecrieueH He0OX0AUMBIM KOMIUIEKTOM JIUIIEH3HOHHOTO U CBOOOTHO
pacIpoCTpaHsAeMOro MporpaMMHOT0 00ECTIEYeHH s, B TOM YHUCIIE OTEYECTBEHHOI'O MPOU3BOICTBA!

[IepedyeHp TMIIEH3MOHHBIX TPOTPAMM IIPEACTABIIEH HAa BHyTpeHHeM noptaiie PI'bOY BO
[IT'YTIC no aapecy http://eaisu.pgups.edu.mps/info/prog/

8.3. OOywarommumcsi obecriedeH JocTyn (yOaJeHHBIH JOCTYN) K COBPEMEHHBIM
npodeccuoHaIbHBIM 0a3aM TaHHBIX:

- DneKTpoHHO-OMOIMoTeUHass cucTeMa wu3aaTenbcTBa  «JlaHb». [DIEKTpOHHBIN
pecypc]. — URL: https://e.lanbook.com/ — Peskum mocTyna: 1uist aBTOPH3. MMOJIb30BaTENCH;

— DnekTpoHHO-0MOIMOoTeUHast cuctemMa ibooks.ru («AibOyke»). — URL: https://
ibooks.ru / — Pexxum moctyna: Uit aBTOPHU3. MOJIH30BATENECH;

—  DiektponHas 6uémmoreka FOPAWIT. — URL: https:/biblio-online.ru/ — Pesxxum
JIOCTYTIA: JIIsl aBTOPU3. TOJIb30BaTEIIEH;

—  EnuHoe 0kHO nocTymna K 00pa3oBaTeIbHBIM pecypcaM - KaTaaor 00pa3oBaTelIbHBIX
WHTEPHET-PECYPCOB U TMOTHOTEKCTOBOW 3JIEKTPOHHOM y4eOHO-METOAMYECKOW OMOIMoTeKe s
obrrero u npodeccuonanbHoro oopazosanusi». — URL: http://window.edu.ru/ — Pesxum mocryma:
CBOOOIHBII.


https://e.lanbook.com/
https://e.lanbook.com/
https://e.lanbook.com/

— Crnosapu u suHimkinonenquu. — URL: http://academic.ru/ — Pexum pnoctyna:
CBOOOHBII.

— Hayunas AJIEKTPOHHAS oubnmoTeka "KubepJlenunka" — URL:
http://cyberleninka.ru/ — Pexwum gocTymna: cBOOOIHBIHA.

8.4. OoOyuwarouuMmcs obecriedeH M0CTyn (yIajdeHHBIM TOCTYI) K HWH(POPMaIMOHHBIM
CIIPABOYHBIM CHCTEMAM:

- Hammonaneneiit OtkpeiTeiit Yausepcutet "MHTYUT". becrutatnoe oOpa3zoBanue.
[DnexTponnsiii pecypc]. — URL: https://intuit.ru/ — Pexxum goctyma: cBOOOIHBII.

—  Texuuueckas  JOKyMEHTalMs 1O  s3bIKYy  HporpammupoBanus — Python
[DnexTponHbIii pecypc] — Pexxum mocryma: https://www.python.org/doc/ (cBoGoanbI# qoCTYIN).

—  TexHuueckas TOKyMEHTAlUs 1O S3bIKY MPOTrpaMMHUpPOBaHHs W muiatgopme Java
[DnexTponnsIii pecype] — Peskum qoctyma: https://docs.oracle.com/en/java/ (cBoOOHBIM JOCTYII).

8.5. IlepeueHbp TeEYATHBIX W  DIIEKTPOHHBIX  W3JIaHUH, HCIOJNB3yeMBIX B
00pa3oBaTeIbHOM TIpoIIeCcCe:

1. Mudopmanmonnass 6e30macHOCTh W 3aluTa WHOOpPMANUK Ha KEJIE3HOJIOPOKHOM
TpaHcnoprte: B 2 4.: yueOHuk / mog pen. A. A. Kopuuenko. — Y. 1: Metogonorusa u cucrema
obecrieyeHnss MHPOPMALMOHHOW OE30IMaCHOCTH Ha JKEJIE3HOJOPOKHOM TpaHcmopTe. - M.:
Y4eOHO-METOAMYECKHUI IIEHTP 10 00pa30BaHMIO Ha JKEJIC3HOIOPOKHOM TpaHcropTe, 2014. — 440
c.

2. NndopmannonHas 0e30IaCHOCTh W 3aliuTa MH(GOpPMAIMKU Ha >KEJIE3HOIOPOKHOM
TpaHcnopTte: B 2 4.: yueObHuk / mox pen. A. A. Kopuuenko. — Y. 2: [IporpaMmHo-anmapaTHble
cpeacTBa oOecrieueHHs: MH(HOPMAITMOHHON 0€30IMaCHOCTH Ha KEJIEe3HOAOPOKHOM TpaHCIIOpTe. -
M.: Y4eOHO-MeTOIMICCKUH IICHTP TI0 00pa30BaHUIO HA JKEIE3HOA0PONKHOM TpaHcropte, 2014, —
448 c.

3. A. A. Kopuuenko, A. II. I'nyxos, C. B. Jlnacamuaze. Cucrema npeaynpexiaeHus u
oOHapy>KeHHsI KOMIIBIOTEpHBIX aTak (yueOHoe nocobue). - CII6.: III'YIIC, 2019. — 47 c.

4. TLIO. bormanos, B.B. I'peynoB, E.Il. Uctomun, T.M. Tarapuuxosa, H.B.
ArotunneBa. Metos! 3amuThel nHGopMaluu. Yuebnoe nmocodue. - CI16.: OO0 «AnapeeBckuii
A31aTeILCKUN JoM», 2019 - 74 ¢

5. B.B. I'pesynoB, H.B. Sfroruninesa. 3ammura onepanMoHHBIX cucTeM (y4yeOHOe
nocobue).- CI16.: OO0 «AnapeeBckuii u3aaTebckuit qom», 2018.- 172c¢.

6. HamexHOCTb cHCTEM >KEIe3HOJOPOXKHOM aBTOMATHKH, TEJIEMEXaHUKU U CBS3U:
yaueOHnoe nocobue / B. B. CanoxxnukoB [u ap.] ; pen. B. B. Canoxxuukos. - Mocksa : YueOHo-
METOAMYECKHH LIEHTP MO 00pa30BaHMIO HA JKEJIE3HOI0POKHOM TpaHcnopTe, 2017. - 316 c.

7. HopMaTuBHbIE JOKYMEHTHI:

— JloxtpuHa wunpopmannoHHoi Oe3omacHocTu Poccuiickoit denepanuu (yTB.
VYkaszom IIpesunenra PO ot 05.12.2016 Ne 646);

— ®epnepanbubiii 3aK0H Nel187-D3 ot 26.07.2017 «O 6e3omacaoctu KU POy

— Ilocranosnenue IlpaBurensctBa PO Nel27 ot 08.02.2018 «O6 yTBepkaeHUU
ITpaBun xateropupoBanus oovexToB KM P®d, a Takke mepedHs moxaszaresnei
KputepueB 3HaunMocTH 00bekToB KU P® u nx 3nauenuii»

— IIpuxaz ®CTOK Poccun Ne239 ot 25.12.2017 «O6 yrBepxkaenun TpeOoanuit
1o obecrieyeHno 6e30MmacHOCTH 3HauUMbIX 00bekTOB KU PD»»

— Ilpuxa3z ®CTIK Poccun Ne235 ot 21.12.2017 «O0 yrBepxkenuu TpedoBanuii k
CO3/IaHHUIO cucTeM Oe3omacHoCcTH 3HaYMMbIX 00bekTOoB KM P® 1 ob6ecnieuenuto
uX (QYHKIIMOHUPOBAHUS»

— IIpukasz ®Cb Poccun Ne366 ot 24.07.2018 «O HKLIKN»

— Ilpukaz ®Cb Poccum Ne367 ot 24.07.2018 «OO6 yrBepxkaenun Ilepeuns
nndopmanuu, npencraBisemord B ['ocCOIIKA wu Tlopsnka mnpencraBiaeHuUs
uHpopmanuu B 'ocCOIIKA»


https://docs.oracle.com/en/java/

— Tlpuka3z ®CBb Poccuu Ne368 ot 24.07.2018 «O06 yrBepxkaennn [lopsiaka oOMeHa
uHpopManMeli O KOMIBIOTEPHBIX WHIMIAeHTaX u [lopsaka moryueHwus
cyopektamun KMWM wHbopManmu o cpeAcTBax H CHocobax IMPOBEICHUS
KOMITBIOTEPHBIX aTaK M O METOJaX X MPEAYIPEkKIACHUS 1 OOHAPYKESHHS»

- 21. CTO P 1.18.002-2009 «YrpaBneHue nH()OPMAIIMOHHOU
oe3onacHocThI0. O6mHe moaoxenus» // OAO «PXK]I», 2009.

— 22. OCHOBHBIE MTOJIOKEHHUS 3aUTH HHPOpMaITMOHHON HHPpacTpykTypbl OAO
«PX» // OAO «PXK]», 2013.

— 23. Tlomurtuka uadopmarmonHoit 6ezonacHoct OAO «PXK]I // OAO «PX Iy,
2013.

8.6. IlepeueHn pecypcoB WH(OPMAIIMOHHO-TEIIEKOMMYHHKAITMOHHON cetH
«MHTEpHET, UCTOJIb3YEMbIX B 00pa30BaTeIbHOM IpoLecce:

—  Jluueelii  kabuHeT  OOYdYarOmMIETOCST W DIEKTPOHHAS  HWH(OPMAIOHHO-
obpasoBatenbHas cpea. [ Dnekrponnsiii pecypce]. — URL: https://my.pgups.ru — Pexwum qoctyma:
TSl aBTOPH3. M0JIb30BaTENICH;

— DnekTpoHHas nH()OpPMAMOHHO-00pa3oBaTellbHas cpena. [ DICKTPOHHBIA pecypc].
— URL.: https://sdo.pgups.ru — Pesxxum roctyna: /uis aBTOPHU3. MOJIb30BATEICH;

—  DnexkTpoHHbBIH (HOHJ MPABOBOH M HOPMATHBHO-TEXHHUYECKOH TOKYMEHTAIIUH —
URL.: http://docs.cntd.ru/ — Pesxum goctyma: cBOOOIHBIH.

PazpaboTtumnk paboueit nporpamMmmsl, npogheccop B.B. Ipvisynos

23 staBaps 2026 1.
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